
We here at CryptoTask believe that privacy is a fundamental part of the
internet and a basic human right.
We will do everything in our ability to protect your privacy on our site, though we urge
you to review the privacy policies of sites that we host links to, so you can ensure you
understand how your data is processed.

Introduction
CryptoTask is owned and operated by ZechTech LLC (“CryptoTask,” “us,” “we,” or “our”),
and we respect the privacy of the users of our website, applications, or any other
products (the “Product”, “service”, “Site”) we have direct control over.

This Privacy Policy (the “Privacy Policy”) and any other documents referred to in it sets
forth the basis on which any personal data we collect from you, or that you provide to
us, in connection with the Product will be processed by us.

We are providing this Privacy Policy so that you can better understand how we collect,
use, and share information that is gathered using our Product. All defined terms not
defined herein shall have the meaning ascribed to them in the Terms of Service.

Our Core Values
By interacting with any website online, you are placing trust in the website owner to
properly handle your data, and we don’t take this responsibility lightly. We are committed
to protecting and respecting your privacy in all situations.

● Your information is your information
We limit our need to collect extensive amounts of information from a single user
to just a handful to operate, grow, and more reliably deploy better services for you
as a user. Wherever possible, we delete or anonymize data when we no longer
need it.

● We protect your information from pirates
If for whatever reason, a third party requests to view, analyze, or own any of your
personal data: we instantly refuse to share it unless you give us permission or
otherwise, legally obliged to do. We also will tell you in advance, unless legally
prohibited to do so.



When do we collect your information?
We may collect your information at any point when you interact with our product, which
may include (but isn’t limited exactly to):

● Withdrawing money from your account
● Signing up for an account on our website
● Signing into your account on our website
● Communicating with our support team via our support system
● Participating in promotional giveaways or events

The types of personal data that you provide may include your name, email address,
telephone number, mailing address, and other contact or identifying information that
you choose to provide. We store, process, and maintain files and content that you create
and/or upload using our Product, as well as other data related to your account in order
to provide the Product to you.

Google Analytics and their handling of your data
We use Google's Google Analytics service to improve our service. Your data is collected,
stored, and handled by Google Analytics for the sole purpose of providing us insight into
our users' activity on our service. You can learn how Google handles your data here:
https://support.google.com/analytics/answer/6004245

You're free to opt-out of this data collection anytime by following the instructions on this
page: https://tools.google.com/dlpage/gaoptout/

Why we process your information
In our mission of creating the best product for our users, we may process your personal
information in ways that are not crucial to the operation of our site, which may include:

● Sending your promotional materials;
● Respond to your comments, questions, and requests and provide you with

requested customer operations;
● Monitor and evaluate trends, usage, and activities in connection with our Product;
● Secure our systems, prevent fraud, and help us to protect the security of your

account;
● Prevent, detect, and investigate potentially prohibited or illegal activities and to

enforce our terms and policies; and
● Link or combine with other information we obtain from third parties to help

understand your needs and provide you with better service.

https://support.google.com/analytics/answer/6004245
https://tools.google.com/dlpage/gaoptout/


Links to external sites
We may include or offer third-party products or services on the Site. These third parties
have separate and independent privacy policies, and we bear no responsibility or liability
for their content and activities.

If you follow a link to any external website, it will have its own privacy policy and we are
not responsible for the content or practices of such third-party websites or their
policies. We are also not responsible for any information that you might share with such
linked websites. You should refer to each website’s respective privacy policies and
practices before you submit any personal data.

How long do we retain your personal data?
We retain Personal Data about you for as long as you have an open account with us or
as otherwise necessary to provide you Services. In some cases, we retain Personal Data
for longer, if doing so is necessary to comply with our legal obligations, resolve
disputes, or collect fees owed, or is otherwise permitted or required by applicable law,
rule, or regulation.

Afterward, we retain some information in a depersonalized or aggregated form but not
in a way that would identify you personally.

Residents of the European Economic Area
We provide the representations and information in this section in compliance with
European privacy laws, in particular the European General Data Protection Regulation
(GDPR). If you are a visitor from the European Territories (including the European
Economic Area, Switzerland, and the United Kingdom), our legal basis for collecting and
using the personal data described above will depend on the personal data concerned
and the specific context in which we collect it.

We will normally collect personal data from you where the processing is in our
legitimate interests. In some cases, we may collect, and process personal data based
on consent.

EU data subjects have certain rights with respect to your personal data that we collect
and process. We respond to all requests we receive from individuals in the EEA wishing
to exercise their data protection rights in accordance with applicable data protection
laws.



● Access, Correction, or Deletion. You may request access to, correction of, or
deletion of your personal data. You can often go directly into the Service under
Account Settings to take these actions.

● Objection. You may object to the processing of your personal data where we are
relying on a legitimate interest (or those of a third party) and there is something
about your particular situation which makes you want to object to processing on
this ground as you feel it impacts on your fundamental rights and freedoms. You
also have the right to object where we are processing your personal data for
direct marketing purposes and may do so using the options provided in this
Policy. In some cases, we may demonstrate that we have compelling legitimate
grounds to process your information which overrides your rights and freedoms.

● Restriction. You have the right to ask us to suspend the processing of your
personal data in the following scenarios:

(a) if you want us to establish the data's accuracy;
(b) where our use of the data is unlawful but you do not want us to erase
it;
(c) where you need us to hold the data even if we no longer require it as
you need it to establish, exercise, or defend legal claims; or
(d) you have objected to our use of your data but we need to verify
whether we have overriding legitimate grounds to use it.

● Portability. You can ask for a copy of your Personal Data in a machine-readable
format. You can also request that we transmit the data to another controller
where technically feasible.

● Withdraw Consent. If we have collected and processed your personal data with
your consent, you can withdraw your consent at any time. You can ask us to
restrict further processing of your Personal Data.

● File a complaint. You have the right to lodge a complaint about CryptoTask’s
practices with respect to your Personal Data with the supervisory authority of
your country or EU Member State. However, we may charge a reasonable fee if
your request is clearly unfounded, repetitive, or excessive. Alternatively, we may
refuse to comply with your request in these circumstances.

To submit a request regarding your European Privacy Rights, please see the instructions
at the end of this Privacy Policy. We may need to request specific information from you
to help us confirm your identity and ensure your right to access your personal data (or to
exercise any of your other rights).

This is a security measure to ensure that personal data is not disclosed to any person
who has no right to receive it. We may also contact you to ask you for further



information in relation to your request to speed up our response. We try to respond to all
legitimate requests within one month.

Occasionally it may take us longer than a month if your request is particularly complex
or you have made several requests. In this case, we will notify you and keep you
updated.

How you can reach out to us
If you would like to ask about, make a request in relation to, or complain about how we
process your personal data, you can contact us by email at privacy@cryptotask.net

If you would like to submit a legally binding request to demand someone else’s personal
data (subpoena or court order), you can contact our legal team at legal@cryptotask.net

What security measures do we use?
We seek to protect Personal Data using appropriate technical and organizational
measures based on the type of Personal Data and applicable processing activity. You
need to prevent unauthorized access to your Account and Personal Data by selecting
and protecting your password appropriately and limiting access to your device and
browser by signing off after you have finished accessing your Account.

We seek to ensure that user account information is kept private. However, CryptoTask
cannot guarantee the security of any Account information. Unauthorized entry or use,
hardware or software failure, and other factors may compromise the security of user
information at any time.

mailto:privacy@cryptotask.net
mailto:legal@cryptotask.net


Cookies
A cookie is a small amount of data, which often includes an anonymous unique
identifier, that is sent to your computer when you visit a website. Cookies are required to
use the Site. We use cookies to record your session information.

Name Purpose Further Resources

_cf_bm Cloudflare: bot
management

https://support.cloudflare.
com/hc/en-us/articles/200
170156-Understanding-the-
Cloudflare-Cookies

_cfduid Cloudflare: identifying
individual visitors privately

https://support.cloudflare.
com/hc/en-us/articles/200
170156-Understanding-the-
Cloudflare-Cookies

_ga Google: Used to
distinguish users.

https://developers.google.
com/analytics/devguides/
collection/analyticsjs/cook
ie-usage

_gid Google: Used to
distinguish users.

https://developers.google.
com/analytics/devguides/
collection/analyticsjs/cook
ie-usage

_gat Google: Used to throttle
request rate.

https://developers.google.
com/analytics/devguides/
collection/analyticsjs/cook
ie-usage

AMP_TOKEN Google: Contains a token
that can be used to retrieve
a Client ID from AMP Client
ID service. Other possible
values indicate opt-out,
inflight request or an error
retrieving a Client ID from
AMP Client ID service.

https://developers.google.
com/analytics/devguides/
collection/analyticsjs/cook
ie-usage

PHPSESSID Used to keep CryptoTask
user authenticated (1st
party)

1st party: no further info.
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Do we store the personal data of children?
As noted in the Terms of Service accessible on our website, we do not knowingly collect
or solicit Personal Data from anyone under the age of 13. If you are under 13, please do
not attempt to register for the Services or send any Personal Data about yourself to us.

If we learn that we have collected Personal Data from a child under age 13, we will
delete that information as quickly as possible. If you believe that a child under 13 may
have provided us Personal Data, please contact us at privacy@cryptotask.net.

Respective notice
We may change provisions of this Policy from time to time and will indicate when
changes have been made by revising the date at the top of this Policy.

We encourage you to review the Policy whenever you access the Product to make sure
that you understand our practices. If we make material changes to this Policy, we will
provide you with additional notice.

Changes to this Privacy Policy
CryptoTask may amend this Privacy Policy from time to time. The use of the information
we collect now is subject to the Privacy Policy in effect at the time such information is
used. If we make changes in the way we use Personal Data, we will notify you by posting
an announcement on our Site or Services or sending you an email. Users are bound by
any changes to the Privacy Policy when he or she uses the Services after such changes
have been first posted.

Your acceptance of these policies
By using our website or Product, you accept the policies and restrictions set forth in this
Privacy Policy.

If you do not agree to this policy, please do not use the website or the Product.

What if I have questions about my personal data?
If you have any questions about this Privacy Policy or our data practices generally,
please contact us using the following information:

The CryptoTask Privacy & Legal Team
privacy@cryptotask.net
Please email help@cryptotask.net for any other inquires.

mailto:privacy@cryptotask.net
mailto:privacy@cryptotask.net
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